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DevOps& Mg\



3. SREICDWT

class SRE implements DevOps

‘DevOpsz7O7 2>V 558 Lc_ziiti%/f‘/g—71—7\é:?ﬁ71%>é:\ 77

SRE (ZDevOpsDEZXRETH %,
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T
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SRE vs. DevOps: competing standards or close friends?
https://cloud.google.com/blog/products/gcp/sre-vs-devops-competing-standards-or-close-friends
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3. SREICDWT

DevOps and SRE are not two competing methods for software
development and operations, but rather close friends designed to
break down organizational barriers to deliver better software
faster.

‘DevOps&ESREE. V7 MUz 7R EEBRAINHEEIT 2L D2BRFETIFERL,
SFODEBWY/I7 Nz 7Z2LDRESIRHETSHICIHBDIEEZFTIRT 5L DI
RETSNICRBIREDTH D, 7

SRE vs. DevOps: competing standards or close friends?
https://cloud.google.com/blog/products/gcp/sre-vs-devops-competing-standards-or-close-friends
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3. SREICDWT

Home » Blogs » Leadership Suite » Defining the Role of a SRE

Defining the
Role of a SRE

Defining the Role of a SRE

6 BY DAWN PARZYCH ON APRIL 25,2018 — 0 COMMENTS

Defining the Role of a SRE
https.//devops.com/defining-the-role-ot-a-site-reliability-engineer-sre/
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3. SREICDWT

Site reliability engineering (SRE) is a relatively new discipline, having only been in existence for about 15 years. It
originated at Google and has gained popularity recently with more companies advertising SRE positions or trying to
implement SRE practices. In the technology field, 15 years may seem like an eternity, but the SRE role is very much still
In its infancy. There are still challenges defining the role and understanding exactly what it is. Just look through one of
the 1,000-plus job listings on LinkedIn for an SRE in the United States—you will see many different job expectations and
requirements.
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Defining the Role of a SRE
https.//devops.com/defining-the-role-ot-a-site-reliability-engineer-sre/

u

17


https://devops.com/defining-the-role-of-a-site-reliability-engineer-sre/

3. SREICDWT

An SRE must possess a blend of technical as well as soft skills and,
perhaps most of all, must be adept at communicating effectively and
Inspiring a teamwide approach to excellence.

‘SREIIEMHAFILEY 7 NAFILOBAZRATWEIRENHD. K%
S5AELDH, MRPBEAIAZT—23VICEELTVWS I EY, F—A
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Defining the Role of a SRE
https.//devops.com/defining-the-role-ot-a-site-reliability-engineer-sre/
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3. SREICDWT

Ashi Sareen
Director of Engineering, Site Reliability LinkedIn

“A lot is people are just renaming their ops teams to call SRE. | don’t think that's
the right approach. SRE discipline requires investment it has a very clear set of
practices set of team dynamics that makes a successful SRE team.”

‘L DN ERF—LDOERZZEEULTSREEMATWSIEITTY, fAlFEND
EFEULWPT7A—FRREFBWEEA, SREDFHICIE. SREF—LZEINSESHEE
WERF—LIATIVADTZ7 T4 XY RHRETT,

NGINX Conf 2019: Site Reliability Engineering Panel - LinkedIn, Dell, and Gremlin
https://www.youtube.com/watch?v=00DH72ZDgM8
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SREcon
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2020: Americas West, Asia/Pacific, Europe/Middle East/Africa, Americas East
2019: Americas, Asia/Pacific, Europe/Middle East/Africa
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4. SREEtEFa1VUFa

SREcon18 America / March 27-29
Linkedln

Security and SRE: Natural Force Multipliers

https://www.usenix.org/conference/srecon | 8americas/presentation/scott

“Remove single points of security failure like you do for availability”

Facebook
Security as a Service

https://www.usenix.org/conference/srecon18americas/presentation/wojtyniak

“Understand your threats. Defense in depth. Make it simple And stable.”

23
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4. SREEtEFa1VUFa

SREcon19 America / March 25-27

Pivotal

Extending the Error Budget Model to Security and
Feature Freshness

https://www.usenix.org/conference/srecon | 9americas/presentation/thomson

“Vulnerability budget: How long can we afford to be vulnerable to CVEs in
our dependencies?

Legacy budget: New enough that it gets support; and not so old that no-
one wants to use it.”
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4. SREEtEFa1VUFa

SREcon19 Asia / June 12-14
PayPal

Ensuring Site Reliability through Security Controls

https://www.usenix.org/conference/srecon19asia/presentation/janakiraman

“1/5th of internet traffic is bad!
Layer 7 Application Defense is the most effective mechanism to detect &
mitigate bad traffic”
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4. SREEtEFa1VUFa

SREcon19 Europe Middle East Africa / 2-4 October
MIT

A Systems Approach to Safety and
Cybersecurity

https://www.usenix.org/conference/sreconl9emea/presentation/leveson

“Looks at system as whole, not just components.
Takes s larger view of causes than just failures.”
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4. SREEtEFa1VUFa

SREcon 2020 Americas West
SANTA CLARA, CA, USA March 24-26, 2020

SREcon 2020 Asia/Pacific
SYDNEY, AUSTRALIA June 15-17, 2020

SREcon 2020 Europe/Middle East/Africa
AMSTERDAM, NETHERLANDS

SREcon 2020 Americas East
BOSTON, MA, USA
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"Building Secure & Reliable Systems
SRE and Security Best Practices”




4. SREEtEFa1VUFa

Google Site Reliability Engineering v
@googlesre

Now available! Three early-release chapters of the
"Building Secure & Reliable Systems" book:

landing.google.com/sre/resources/...
editors include @0Oxabea, @argvee, @stufferinhates

|

tSRE #security #reliability #srsbook

6:16 PM - Nov 19, 2019 - Twitter Web App

38 Retweets 79 Likes

Tweet https://twitter.com/googlesre/status/1196718932247355392
237 https://landing.google.com/sre/resources/foundationsandprinciples/srs-book/
Amazon.com https://www.amazon.com/Building-Secure-Reliable-Systems-Practices/dp/ 1492083127
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Heather Adkins, Betsy Beyer,
Paul Blankinship, Piotr Lewandowski,
Ana Oprea & Adam Stubblefield
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https://www.amazon.com/Building-Secure-Reliable-Systems-Practices/dp/1492083127

4. SREEtEFa1VUFa

"Building Secure & Reliable Systems

SRE and Security Best Practice” Early Release
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1. The Intersection of Security and Reliablility
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2. Understanding Adversaries
3. Testing Code
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Chapter 1:
The Intersection of Security and Reliability
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Infrastructure as Code
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Infrastructure as Code (laC)
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AWS Well-Architected Framework
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https://aws.amazon.com/jp/architecture/well-architected/
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AWS Well-Architected Framework
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